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Abstract

Retrieval-Augmented Generation (RAG) enables
large language models to use external knowledge,
but outsourcing the RAG service raises privacy
concerns for both data owners and users. Privacy-
preserving RAG systems address these concerns
by performing secure top-k retrieval, which typ-
ically is secure sorting to identify relevant docu-
ments. However, existing systems face challenges
supporting arbitrary k due to their inability to
change k, new security issues, or efficiency degra-
dation with large k. This is a significant limitation
because modern long-context models generally
achieve higher accuracy with larger retrieval sets.
We propose p?RAG, a privacy-preserving RAG
service that supports arbitrary top-k retrieval. Un-
like existing systems, p?’RAG avoids sorting can-
didate documents. Instead, it uses an interactive
bisection method to determine the set of top-k
documents. For security, pQRAG uses secret shar-
ing on two semi-honest non-colluding servers to
protect the data owner’s database and the user’s
prompt. It enforces restrictions and verification to
defend against malicious users and tightly bound
the information leakage of the database. The ex-
periments show that p>RAG is 3—300x faster than
the state-of-the-art PRAG for k = 16-1024.

1. Introduction

Large Language Models (LLMs) are powerful tools, but
they suffer from limitations, such as hallucinations (Ji
et al., 2023) and lack of real-time or domain-specific data.
Retrieval-Augmented Generation (RAG) (Lewis et al.,
2020) provides a powerful solution to these issues without
the high cost and complexity of fine-tuning. By retrieving
relevant information from an external knowledge base and
combining it with the user’s prompt, RAG enables the
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model to generate responses that are accurate, up-to-date,
and factually grounded.

RAG as a Service (RaaS) has recently emerged as a popular
paradigm. In this architecture, the data owner outsources
its proprietary database to the RAG service. The user
sends a prompt to this service to retrieve the top-k relevant
documents from the database. The user then submits the
prompt, augmented by these documents, to the model
to generate responses. However, this workflow raises
privacy issues. The privacy of both the data owner and
the user depends on the RAG service’s honesty, as it can
access the data owner’s database and the user’s prompt.
Moreover, malicious users can attempt to extract proprietary
information from the data owner’s database.

Privacy-preserving RAG has been proposed to address these
issues. Existing systems treat privacy-preserving RAG
as a secure top-k retrieval problem. They use techniques
from secure k-Approximate Nearest Neighbor (k-ANN)
or secure sorting to compute similarity scores, sort the
candidates, and select the top-k£ documents.

However, existing systems face challenges supporting
arbitrary k. In particular, some do not support dynamic
adjustments to k for user queries, some raise security
issues, and others suffer from efficiency degradation with
a large k (Servan-Schreiber et al., 2022b; Zyskind et al.,
2024). Recent studies show that within a particular yet large
context threshold, such as 64K tokens, RAG with a large
k generally outperforms RAG with a smaller &k for modern
long-context models (Leng et al., 2024; Li et al., 2024a;b).
This finding implies that £ can be increased in RAG, which
trades model inference efficiency for accuracy. A large k
is also required by applications such as cache-augmented
retrieval (Gim et al., 2024; Xu et al., 2024).

System overview. We propose p>RAG to address this chal-
lenge. Unlike existing systems, p?’RAG avoids sorting can-
didate documents. Instead, we use an interactive bisection
method between the user and the servers to determine a
threshold. We identify documents within the threshold as
the top-k results. This design enables the user to select
an arbitrary k by selecting the threshold. Moreover, for
RAG applications, the user only requires the set of the top-k
documents rather than their specific internal order. There-
fore, with this design, the documents within or outside of
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the determined threshold remain unsorted. This method de-
creases the number of comparisons. Because comparisons
are the primary computation and communication bottleneck
in secure protocols, p*RAG reduces these costs.

p?RAG protects both the data owner’s database and the
user’s prompt. We use secret sharing to ensure that the
semi-honest RAG service cannot extract the database or the
prompt during the workflow. p?RAG’s protocol runs on two
semi-honest non-colluding servers where the database and
the prompt are secret-shared. Neither server can know any
information about the database or the prompt. Moreover, to
defend against malicious users, we design restrictions and
verifications for the interactions between servers and users.
‘We limit the number of result documents, limit the number
of bisection iterations, and verify that the final retrieval
of textual documents matches the bisection results. The
amount of leakage that a malicious user can extract from
the database is tightly bounded.

In summary, our contributions are as follows:

» We propose p°’RAG, a privacy-preserving RAG system
that supports arbitrary top-k retrieval. p?RAG protects
both the data owner’s database and the user’s prompt.
p?RAG uses an interactive bisection method to determine
the top-k set without sorting all candidate documents,
enabling efficient retrieval even for a large k.

» We design p?RAG’s security protocol to defend against
both the semi-honest RAG service and malicious users.
We use secret sharing to protect data privacy against semi-
honest servers. We enforce restrictions and verification
mechanisms to defend against malicious users and tightly
bound the information leakage of the database.

» We implement p?RAG' and evaluate its performance. The
experiments show that p?’RAG achieves higher perfor-
mance with larger £ and is 3—300x faster than the state-
of-the-art system, PRAG, for k£ = 16-1024.

2. Problem Formulation
2.1. System Model

p?’RAG aims to provide privacy-preserving RAG as a ser-
vice to the data owner and users. During the offline (i.e.,
preprocessing) stage, the data owner outsources its data as
an encrypted database on p?RAG. During the online stage,
users use encrypted prompts to query top-k relevant docu-
ments from the encrypted database.

The data owner’s database contains N documents. Each
textual document corresponds to an m-dimensional docu-
ment embedding, i.e., vector. Each embedding is generated
from the text using an embedding model. It semantically de-
scribes the corresponding text, so that the distance between
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two embeddings can quantify the similarity of the two texts.
‘We use the cosine distance as the distance metric, which is
widely used in existing RAG applications. We assume all
embeddings are /5-normalized.

p?RAG consists of two servers. We choose the two-server
model over more servers because we can use the efficient
cryptographic tools optimized for two servers. To outsource
the database to two servers, the data owner secret-shares
it. That is, for each document embedding, the two servers
hold the data owner’s two shares, respectively. The sum of
the two shares is the embedding, and a single share reveals
no information about it. Both texts and embeddings are
secret-shared in this way.

A user has a textual prompt and a prompt embedding. The
prompt embedding is generated from the text using the same
embedding model. We assume that the embedding model
is public. We also assume the user can get the prompt
embedding using the model in advance, as in prior privacy-
preserving RAG work (Zyskind et al., 2024; Cheng et al.,
2025). To use p?RAG, the user secret-shares its prompt
embedding and sends the two shares to the two servers,
respectively. By running p?RAG’s protocol, the user fi-
nally receives the indices of £ documents from the servers.
These documents have the & highest cosine similarities to
the prompt text.

2.2. Threat Model

» The two servers are semi-honest and non-colluding. That
is, the servers honestly follow p?RAG’s protocol but pas-
sively attempt to infer information about the database
and prompts, i.e., honest-but-curious. The servers do not
share any extra information beyond what is defined in
p?’RAG’s protocol. This assumption is also widely used
in other secret-sharing-based security systems (Kamara
et al., 2012; Mohassel & Zhang, 2017).

* Users are malicious. Users can deviate from p?RAG’s pro-
tocol arbitrarily to extract information from the database.
Users do not trust the servers.

» Data owners are honest and do not trust any server or user.

2.3. Security Goals

We aim to protect the privacy of both the data owner and
user, i.e., protect both the database and prompt, resulting in
the following goals.

* Privacy. No server can get any information about any
prompt or document. In particular, because the returned %
documents are the &£ most similar to the prompt and thus
can reveal information about the prompt, we also need to
protect them from the servers.

* Bounded database leakage. No user can get any ex-
tra information about any document beyond the “base-
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line” leakage and a small amount of leakage defined in
p?’RAG’s protocol. The “baseline” leakage refers to the
k documents returned to the user, which is necessary for
p?RAG’s functionality. p?RAG also leaks counts of docu-
ments that are in a particular range to accelerate p’RAG’s
protocol. This aggregate leakage does not identify any par-
ticular document, and the total number of leaked counts
is limited, resulting in O(log® N) leakage.

3. Preliminary

We use Shamir secret sharing (1979) over a prime field IF,,
to protect a value. We denote both shares of a value x by [x].
The shares are held by the servers, respectively. We denote
each share by [z]; for ¢ € {0,1}. That is, we protect a value
x by secret-sharing it as [x]op + [z]; = = and sending [x];
to the server i, respectively. Only one [z]; does not reveal
any information about 2. We have [z & y] = [x] & [y]. That
is, for addition and subtraction, each server only needs to
compute on its local shares, and no interaction is required.

Distributed Comparison Functions (DCFs) (Boyle et al.,
2015; 2016; 2019; 2021) are schemes to secret-share a com-
parison function. Each function share can be individually
executed on a server. The outputs of the function shares are
the shares of the output of the original function.

Definition 3.1 (Comparison Functions). For the input do-
main G;, = {0,--- ,p—1}, agroup (Gout, +) as the output
domain, a € Gy, and b € G+, a comparison function fa<b
is a function that for any input z, the output y has y = b
only when z < a, otherwise y = 0.

Definition 3.2 (Distributed Comparison Functions). For the
input domain G;,, = {0,---,p — 1}, the output domain
(Gouts +), a € Gy, b € Goyt, and a security parameter A,
a DCF is a scheme consisting of the methods:

* Key generation: Gen(1*,a,b) — (ko, k1).
* Evaluation: Eval(k;,j) — vy, ; for any i € {0,1} and
any j € Gyp,.

That satisfies:

* Correctness: 4o ; +¥1,; = bonly when j < a , otherwise
Yo + 41,5 =0.

* Privacy: Neither kg nor k4 reveals any information about
a and b. Formally speaking, there exists a Probabilistic
Polynomial Time (PPT) simulator Simg.s that can gen-
erate output computationally indistinguishable from any
strict subset of the keys output by Gen.

We use DCFs and Boyle et al.’s interval containment gate
(2019) to check if a secret-shared value [z] is in an interval
[x1, z,) as Algorithm 1. Its output is [1] when x € [z}, ),
otherwise [0]. Note that this algorithm handles the addition
in G;,,, which is an integer addition modulo p.

Algorithm 1 Comparison: [0]/[1] + Cmp([z], [z, z,])

The key generation method Cmp.Gen([x;, z,)):
Sample random r € F, and distribute [r].

Ty =x 471, =+

(kb, k1) = Gen=(1*,a},p — 1). Distribute (k, k{).
(ky, kT) < Gen<(1*,z!,1). Distribute (kj, k7).
Sample random [w] € Fy, s.t. [w]o + [w]1 = 1{z] > x,}.
Distribute [w].

The evaluation method Cmp. Eval([z]):
Publish x 4 7. x is masked by r and thus protected.
[y]ﬁ = Eval(i, ké, ), [y]: = Eval(i, k;,l’)

[yl = [yl} + [v]7 + [w];. Output [y].

We assume that there is a trusted dealer that generates the
shared random values required by p?RAG, which is com-
mon in security protocols (Beaver, 1992; 1997). The trusted
dealer runs during the offline stage and does not participate
in the online stage. Therefore, we do not benchmark its
performance. For example, the data owner can be the trust
dealer, and other techniques can also achieve it (Damgard
et al., 2013; Orsini et al., 2020).

4. System Design

A user willing to use p?RAG first secret-shares its prompt
embedding as [p]. It then sends the two shares to the two
servers, respectively. The servers first run the distance cal-
culation to calculate the distances [d;] between the prompt
embedding [p| and each document embedding [z;]. The
servers then run the interactive distance bisection method
with the user. In each iteration, the servers return the count
[c] of documents with distances less than a user-specified
distance threshold [dj]. The user then updates dj, by com-
paring the returned number ¢ with the target k. When either
c is close enough, which is defined by p?RAG, or the iter-
ation number reaches a server-specified limit, the servers
return a secret-shared 0/1 array d. where the elements cor-
responding to the in-range documents are set to 1. The
number of these elements, i.e., ¢, is also limited by a server-
specified threshold. Finally, during the text retrieval, the
user retrieves all 1°s indices without letting the servers know
about the retrieved indices. The servers also verify that the
user only retrieves the indices that match the 0/1 array d...
The workflow is shown as Figure 1.

4.1. Distance Calculation

The servers compute the cosine distance [d;] between the
prompt embedding and each document embedding. The
document embedding must be /;-normalized by the data
owner. We assume the ¢»-norms of the database [ = |||
and the prompt /,, = ||p|| are public because they do not leak
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Figure 1. The workflow of p?RAG. During the offline stage, the data owner sets up the secret-shared database. During the distance
calculation, the servers compute the secret-shared distances between each document and the user’s prompt. During the distance bisection,
the user determines a distance threshold dj, for the top-k documents. The bisection iteration ends when dj, is found, or the number of
iterations exceeds an upper bound. During the text retrieval, the user retrieves textual documents using the indices of the top-k documents.

Algorithm 2 Dot Product: [c] =

Offline Stage:
Sample m random r( @) réb),
7({1) -7'7(11’) (ab) . Distribute [r (a)] [r%b)], [r,(f‘“].

[a - b]

Online Stage:
for £ = 0tom do \
(d] = [ax] — ), ex] = [bx] — [P,

Publish di, ey.

ler)i = [P + en - [P + dge - [
end for

[c] = > pelck]. Output [c].

]+Z di, - e.

any information about the database or the prompt. Note that
the dot product d; = p - x; differs from the cosine distance
only by the factor /l,,. The dot product yields the same

ranking as the cosine distance because the factor is constant.

Therefore, we use the dot product as d;. We use Beaver
triples (1992) for each dimension to compute [d;] = [p- ;]
from [p] and [x;] as Algorithm 2. This algorithm has O(N)
communication costs, but the amount is 4N integers and
small, e.g., 16MB for N = 220 and 64-bit integers.

@) forn € [0,m) s.t.

Current embedding models output floating-point numbers
that are ¢5-normalized to 1. To represent the embedding
elements in F,,, the data owner scales them by a factor 2f
and truncates the fractional parts (Catrina & Saxena, 2010),
resulting in integers with precision f. While the truncation
causes the embeddings’ norms to deviate slightly from 27,
this error is negligible, as we show in Section 7.1. This
scale requires that the cardinality of IF,, must be greater
than 271, Note that the product of two scaled integers
has 2f precision. Therefore, we are required to truncate
every product to avoid causing an overflow for the field IF,,
(Zyskind et al., 2024). That is, for integers a, b, we use the
integer part of ab/27 as the product.

Definition 3.2 requires the input a € G, to be an un-
signed integer because the internal comparison is performed
bit by bit, starting from the most significant bit (Boyle
et al., 2021). We extend Algorithm 1 to the signed inte-
gers by giving I, a new bit representation. The elements
—|p/2], -, |p/2] are represented as the bits of the un-
signed integers 0, - - - , p — 1. This bit representation trans-
formation does not change any algorithm step.
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4.2. Distance Bisection

Given all [d;], we need to get the top-k values of them. The
naive method is to let the servers return all d; to the user,
who then sorts them. However, though no embeddings are
given to the user, letting the user know all NV distances leaks
information about the database and can even lead to data
recovery (Li et al., 2015; Kornaropoulos et al., 2019; Liu
et al., 2025). Existing systems avoid this by sorting [d;]| on
the servers, which is inefficient in security protocols.

Unlike existing systems, p?RAG runs an interactive bisec-
tion method between the servers and the user to determine
a distance threshold dj. The user starts with the interval
[—1l,1l,] and dj, = 0. During each bisection iteration, the
servers compare each distance [d;] with [d}] and return to
the user the count of distances ¢ that are less than dj. To
compute [c], the servers compare [d] with each [d;] using
Algorithm 1 with the interval [dy, p). That is, the user runs
the key generation method Cmp.Gen([d, p)), distributing
kL kI, [w]; to the server 4, respectively. The servers run the
evaluation method C'mp.Eval([d;]) for each [d,], resulting
in [0]/[1]. ALl [0]/[1] outputs of all [d;] forms a vector [d].
The servers sum their elements to [¢] and return c to the user.
To avoid carrying, the cardinality of IF,, must be greater than
N. The user compares ¢ with k to update the interval and
dy.. When either the user or the servers stop the iteration, as
defined below, the servers return d,. instead of ¢ to the user.

The servers must limit the number of iterations. At each
iteration, the user receives the number c as leakage. This
small leakage is aggregated from all documents and does
not identify any particular document. However, this leakage
can accumulate during users’ queries. The servers limit the
number of iterations with an upper bound step,,, to limit the
total amount of leakage.

The user can stop the iteration early to speed up the query
because: 1) in the bisection method, as the step size becomes
very small in later iterations, further steps produce little
change. Therefore, stopping early still yields a result close
to the true solution. Moreover, 2) recent studies show that
within a particular yet large context threshold, such as 64K
tokens, retrieving slightly more results in RAG generally
outperforms RAG with a smaller £ for modern long-context
models (Leng et al., 2024; Li et al., 2024a;b). We model
this early stop as a slack value £. The user can stop when
0 <c < k+ & Werequire ¢ < k. Otherwise, the extended
stopping condition £k < ¢ < k 4 £ can be satisfied by
multiple iterations, leading to ambiguity in determining the
correct termination point.

After termination, the servers must limit the number of
[1] in the final [d,], i.e., limit the maximum [c], because
[d.] controls which indices can be retrieved by the user
during the text retrieval. A user can use dy = ll, + 1 to

get a [d.] whose elements are all 1, resulting in accessing
any document. The servers perform this check by publicly
setting up an upper bound ¢,,, and comparing the final [c]
with ¢,,, using Algorithm 1. Unlike the comparison during
iterations, the key generation method of this comparison is
executed offline by the trusted dealer.

A malicious user can deviate from the protocol to manip-
ulate [d;]. When the servers return ¢, this manipulation
does not give the user advantages over the leakage of c.
When the servers return d., the servers must also verify
that all elements of [d,] are [0]/[1]. To achieve that, the
servers compare each element with 2 using Algorithm 1.
The trusted dealer now executes the key generation method
for this comparison offline.

4.3. Text Retrieval

Given d_, the user retrieves all its 1’s indices to get docu-
ments using Private Information Retrieval (PIR). Because
the database is stored with secret sharing, the user uses
single-server PIR (Ali et al., 2021; Menon & Wu, 2022) to
retrieve the documents from both servers. Following prior
work (Servan-Schreiber et al., 2022a; Zyskind et al., 2024),
we assume that an existing single-server PIR protocol can
be used and do not benchmark its performance. Another
requirement is that the servers must verify that the user only
retrieves the indices that match [d.]. We observe that in
single-server PIR, e.g., SimplePIR (Henzinger et al., 2023),
there are operations to multiply the database by the query,
where each document text is converted to a number. We can
multiply this result by [d,] to enforce the requirement.

5. Construction of p’RAG

In this section, we summarize Section 4 to p’RAG’s proto-
col. p?RAG’s protocol has the offline and online stages. The
offline stage includes setting up the data owner and servers.
We do not benchmark its performance because it does not
affect the online performance of a user’s query. The online
stage involves computation and communication between the
servers and the user.

During the data owner’s offline stage, it has a database filled
with textual documents and aims to use p?RAG. It pads
all documents to the same length and publishes this length,
which is typically required by the text retrieval implemented
as single-server PIR. It uses a public embedding model to
transform each document to an embedding x. The embed-
ding has m dimensions. Its elements are in a prime field IF,,
as described in Section 4.1. The document embeddings are
{5-normalized to [. The data owner publishes [. The data
owner shares each document embedding as [x] and sends
them to the servers, respectively.

During the servers’ offline stage, they use a trusted dealer
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to run the offline stage of the dot product method. They
are configured with an iteration step upper bound step,,,
an upper bound ¢, for ¢, and a slack value ¢ for the result
number. They use a trusted dealer to run Cmp.Gen of
Algorithm 1 with the intervals [0, 2), [0, ¢;,, +1), resulting in
empkey<? [empkey<cm = (k! k¥, [w];) for each server .

79 Vg

The user has a textual prompt and aims to retrieve top-k
relevant documents. It uses the same public embedding
model as the data owner to transform the prompt to an
embedding p. It shares the embedding as [p] and sends [p]
to the servers, respectively, to start the online stage. The
online stage is shown as Algorithm 3. The user receives
at least k£ and at most k + ¢ indices from d, as the results.
The user can then perform the text retrieval as described in
Section 4.3 to retrieve the corresponding textual documents
from these indices.

6. Analysis

In this section, we analyze p?’RAG’s performance theoret-
ically and prove p?’RAG’s security attributes. Our perfor-
mance analysis covers the online stage described in Sec-
tion 5, which starts from the user’s prompt embedding and
ends with the indices of the top-k documents. We quan-
tify the analysis with the computation and communication
complexity. Our security analysis focuses on the security
goals described in Section 2.3. We use the simulation-based
method (Canetti, 2020) to prove that p?’RAG achieves the
privacy goal. We quantify the information leakage of the
database for the bounded database leakage goal.

6.1. Performance Analysis

Computation costs. For the primitives of Section 3,
both DCF key generation and evaluation have O(\log V)
(Boyle et al., 2021), and so for the two methods of the
comparison of Algorithm 1. In p?RAG’s online stage,
the dot product method has O(m) and is executed N
times by the servers. The bisection iteration is executed
at most O(log N) times. We denote the number of
iterations by S. Cmp.Gen is executed S times by the user.
Cmp.Ewval is executed SN + N + 1 times for each server.
Therefore, the online stage has O(\log® N) for the user
and O(mN + AN log® N) for the servers.

Communication costs. For the primitives of Section 3,
each key generated by DCFs has O(Alog N) (Boyle et al.,
2021), and so for the keys of the comparison. The evaluation
method of the comparison of Algorithm 1 has O(1). In
p?’RAG’s online stage, the user sends the prompt embedding
share and 2.5 comparison keys, and receives S counts and a
share of d. from each server. While the dot product method
has O(m), the two servers run it m times and Cmp.Eval
N times as the communication costs. Therefore, the online

Algorithm 3 Online stage of p?RAG’s protocol

The servers compute [d;] = [p - «;] for j € [0, N).
The user sets d, = 0 and [d;, d,)] = [y, l,]. step = 0.
while true do
The user runs Cmp.Gen([dy, p)) of Algorithm 1, re-
sulting in empkey=9x = (kL kI, [w];).
The user sends cmpkey=® to the servers, respectively.
The servers run C'mp.Eval([d;]) of Algorithm 1 for
empkeyZ9k to get d.. for j € [0, N).
(] = > [de ).
step < step + 1.
if step > step,, then
break
end if
The servers return c to the user.
if 0 <c—k <& then
break
else if ¢ > k then
dy < di,dj, — (dl + dr)/Q
else
d, + d,d + (dl + dr)/2.
end if
end while
The servers run Cmp.Eval([d, ;]) with cmpkey<? for
each element of d...
The servers publish cmpkey<?’s results.
if there is any O result then
goto abort
end if
The servers run Cmp. Eval([c]) with empkey
The servers publish cmpkey<¢m’s results.
if there is any O result then
goto abort
end if
The servers return d,. to the user. return
abort: The servers frame the user as malicious and abort.

<cm

stage has O(m + N + Alog® N) between the user and the
servers, and O(mN + N log N) between the two servers.

6.2. Security Analysis

Claim 6.1 (p’RAG’s Privacy). For a Probabilistic
Polynomial Time (PPT) adversary A corrupting the server
ix for ix € {0, 1} but following the protocol, Algorithm 3
guarantees that A learns no information about the prompt
and the database.

Proof. The view of A includes: 1) the prompt embedding
share [plix; 2)pn — rﬁla),xjm — ¥ forn € [0,m) dur-
ing the distance calculation, where rgf), rﬁ,b) are random
for n € [0,m); 3) At most min{step,,, [log,(N/(k +
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)1} keys empkey=9x for different dj, which are out-
put by C'mp.Gen and sent from the user; 4) d; +
r ) e + 7 d.; + rldei) during Cmp.Eval, where
(i) (@) p(des) are random.

We construct a PPT simulator Sim that generates a view
computationally indistinguishable from what A4 learns
by attacking the protocol, proving p?RAG’s privacy goal.
For 1), 2), and 4), Sim outputs random values, which
are indistinguishable because these values are either
secret-shared or masked by random values. For 3), as each
cmpkey has empkey = (kL. kL., [w]i<), Sim outputs
a random value for [w];», which are indistinguishable
because it is secret-shared. Sim use Simgq.y’s output for
k:é*, k7., which are indistinguishable due to DCF’s privacy
as described in Section 3. O

Bounded database leakage. We follow Carlini et al. (2021)
and Servan-Schreiber et al.’s (2022a) perspectives to divide
the database leakage to the user into two incomparable and
complementary parts: 1) physical leakage, which is the
leakage of p?RAG’s protocol beyond the top-k results; 2)
functional leakage, which is the leakage from the top-k re-
sults themselves. In particular, p?RAG’s functional leakage
is at most k + ¢ results, which are O(k(m + log N)) bits
of information, regardless of p?RAG’s protocol (Servan-
Schreiber et al., 2022a). This leakage is mentioned as the
“baseline” leakage in Section 2.3.

p?RAG’s physical leakage is at most step,, numbers of ¢
given to the user, where 0 < ¢ < N. To distinguish between
N + 1 possible outcomes (from 0 to V), the maximum
information bits contained in ¢ is log, (N +1) and O(log N).
We have step,, < [logy(N/(k + €))] because so many
bisection iterations are enough to get the accurate top-k
results. That is, p?’RAG’s physical leakage is O(log® N)
bits. We identify O(log® N) as small, proving p?RAG’s
bounded database leakage goal.

7. Experiments

In this section, we benchmark szAG’s accuracy and
performance with experiments. We show that: 1) for
accuracy, it has no computation errors, and its results are
relevant to the prompt; 2) for performance, it supports
arbitrary k and outperforms the state-of-the-art system,
PRAG (Zyskind et al., 2024).

We run p?’RAG’s experiments on a physical on-premises
server. The server has two AMD EPYC 7352 CPUs. Each
CPU has 24 cores with hyper-threading, for a total of 96
logical cores. The server’s memory is 188 GiB, which
is sufficient for the experiments. Its operating system is
Ubuntu 24.04. We run p?’RAG’s servers and users one
by one on the physical server. We do not simulate the

network but count the transmitted data volume because
network conditions vary widely in secret-sharing systems
and do not affect the system’s throughput, as CPUs can run
other computational work while waiting for transmission.

We vary k and the document number N. We use k' = k + ¢
for the number of the retrieved documents, simplifying
notations. We set the embedding dimension m = 1024.
We save embedding elements as 64-bit integers. We set
p = 264 — 59, which is the largest prime number that fits
within 64 bits. We set f = 32, matching the precision of
32-bit floating-point numbers. We set £ = k because 2k
results of the experiments remain below the 64K tokens
threshold, which decreases RAG performance. We set
A = 128 for DCFs. We use Matyas-Meyer-Oseas one-way
compression functions with AES-128 as cryptographically
secure PRGs of DCFs for speed (Wang et al., 2017). We
use OpenSSL 3 for AES-128.

7.1. Accuracy

p?RAG’s retrieval is accurate after computing the distances.
It has small numerical errors introduced by converting em-
bedding elements to integers and the multiplication of the
distance calculation. We use BEIR’s t rec—covid dataset
(Kamalloo et al., 2024), which has 171332 documents. We
use BEIR’s precomputed embeddings from Cohere/beir-
embed-english-v3 (Cohere, 2024). We measure the recall
between the results from p?RAG’s integer distances and
the original distances, i.e., the dot products of the floating-
point embeddings, resulting in Figure 2. p?RAG’s recall
keeps 1 for k¥’ = 16-1024, showing p?RAG’s high com-
putation accuracy. Because p?RAG only considers cosine
and dot product distances, we measure the results’ average
relevance score to show if p?’RAG retrieves the relevant
documents, resulting in Figure 2. The relevance score is
a human-annotated categorical level of relevance. 0,1, 2
correspond to irrelevant, relevant, and highly relevant, re-
spectively. p?RAG’s relevance score is larger than 1 for
k" < 300, meaning all of the retrieved documents are gener-
ally the relevant ones.

7.2. Performance

p?RAG’s performance is independent of the particular
document or prompt that is involved in its protocol. This
is a necessary attribute for a security system to defend
against the timing attack (Kocher, 1996). As a result, we
use synthetic datasets for the experiments. We benchmark
p?RAG’s end-to-end performance. For Algorithm 2 and
DCFs used by Algorithm 1, we use multi-threading and
start 96 threads. Because the baseline PRAG does not
support multi-threading, we run a batch of 96 instances and
report the amortized time per instance.

Computation costs. Figure 3 shows that p?RAG is 3x
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Figure 3. Server time (lower is better) with varying numbers of
documents N and retrieved documents k. k' = 16 and N = 27
for the two figures, respectively.

faster than PRAG when &’ = 16 and changing N, and
7-300x faster when N = 24 and k = 32-1024. Both
p?’RAG and PRAG’s time is linear to NV and k’. However,
contrary to the trend in PRAG, p?RAG achieves higher
performance with larger k.

Communication costs. Table 1 shows p?RAG’s intra-
server (IS) and user-server (US) communication volume,
together with the number of Round-Trip Time (RTT). We
use S = [log,(NN/K')] as the number of iterations, simplify-
ing notations. While intra-server communication can reach
hundreds of MB, this is well-tolerated via high-bandwidth
data center links. The user-server communication remains
manageable, as even the largest one is comparable to only a
few standard images.

8. Related Work

Privacy-preserving RAG. Privacy-preserving RAG has
the retrieval and inference phases to be protected. During
the retrieval phase, both the data owner’s database and the
user’s prompt require protection. p?RAG belongs to the
systems protecting the retrieval phase and protecting both
the data owner and the user (Zyskind et al., 2024; Bassit
& Boddeti, 2025). Some other systems make a weaker

Table 1. Communication volume and number of RTTs.

ComM. TYPE VOLUME (B) RTT
USER-SERVER 16384 + 42245 + 16N S +1
INTRA-SERVER 64N + 16N S + 32 S+1
N, K VOLUME OF US, IS RTT
217 16 2.168MB, 35.65MB 14
217,128 2.156MB, 29.36MB 11
2%0 16 16.86MB, 335.5MB 17

security assumption, protecting only the user’s prompt
(Cheng et al., 2025; Wang et al., 2025; Hemmat et al., 2025)
or the data owner’s database (Zhou et al., 2025; Koga et al.,
2025; Wu et al., 2025; Mori et al., 2025; Yao & Li, 2025).
The other systems focus on the inference phase (Dowlin
et al.,, 2016; Mohassel & Zhang, 2017; Li et al., 2023;
Zheng et al., 2024; Thomas et al., 2025)

Cryptographic tools. Secure k-Approximate Nearest
Neighbor (Indyk & Motwani, 1998; Chen et al., 2020; Zu-
ber & Sirdey, 2021; Servan-Schreiber et al., 2022a) and
secure sorting (Patel et al., 2012; Ngai et al., 2024; Agarwal
et al., 2024; Cong et al., 2025) provide cryptographic tools
for privacy-preserving RAG systems. p?RAG’s protocol is
adapted from the secure sorting based on Function Secret
Sharing (FSS) (Boyle et al., 2015; 2016; 2019; 2021) for
its communication and computation efficiency. Some other
systems use cryptographic or hardware tools such as Differ-
ential Privacy (DP) (Dwork et al., 2006; Koga et al., 2025),
Homomorphic Encryption (HE) (Gentry, 2009; Bassit &
Boddeti, 2025), or Trusted Execution Environment (TEE)
(McKeen et al., 2013; Sulich et al., 2025).

9. Conclusion

In this paper, we have presented p’RAG, a privacy-
preserving RAG service supporting arbitrary top-k retrieval
while protecting both the data owner’s database and the
user’s prompt. p’RAG uses secret sharing on two semi-
honest non-colluding servers to protect data privacy. p?’RAG
uses an interactive bisection method to select the top-k
relevant documents, without sorting candidate documents.
In particular, the bisection method determines a distance
threshold by comparing each distance to the threshold using
Distributed Comparison Functions (DCFs), while both the
threshold and all distances are secret-shared. This design
enables the user to choose an arbitrary &, even when k is
large. To defend against malicious users, p?’RAG uses re-
strictions and verification mechanisms to tightly bound the
information leakage of the database. Both the number of
bisection iterations and the result set size are limited. The
experiments show that p?RAG achieves higher performance
with larger k and is 3-300x faster than the state-of-the-art
PRAG for k = 16-1024.
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Impact Statement

This paper focuses on privacy-preserving Retrieval-
Augmented Generation (RAG) systems, aiming to enhance
their functionality and efficiency while maintaining the same
level of data privacy protection. The potential broader im-
pact of this work includes advancing the deployment of
RAG in privacy-critical domains, such as healthcare and
finance, where data privacy is a strict requirement.
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